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PROTECTED INSTRUCTIONS

Mnemonic Operation

RST RESET

SETPG MS Set page register for module space
GETPG MS Get page register for module space
SETPG BISS Set page register for binary interface space
GETPG BISS Get page register for binary interface space

UNPROTECTED INSTRUCTIONS

Mnemonic Operation

LOD #N Load accumulator

ADC #N Add to accumulator

SBC #N Subtract from accumulator

CMP #N Compare with accumulator

XOR #N Logical Exclusive OR

OR #N Logical OR

AND #N Logical AND

RRC A Rotate right with carry, accumulator A
RRC B Rotate right with carry, accumulator B
RLC A Rotate left with carry, accumulator A
RLC B Rotate left with carry, accumulator B
NOP No Operation (skip instruction)

Figure 10
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1
INTEGRATED CIRCUIT

The present invention relates to a single chip integrated
circuit having processing means arranged to process instruc-
tions.

BACKGROUND OF THE INVENTION

Portable data carrying devices having non-volatile storage
configured to storc sccurc data arc known. An intcrnational
standard has been developed relating to devices of this type
having a size and configuration substantially similar of that
of conventional credit cards. In addition to non-volatile
storage, cards of this type may also be provided with a
processing facility and in this configuration they have
become generally known as “smart cards”.

Data stored on smart cards may be used to represent many
entities and cards of this type have become particularly
popular for the storage of money tokens, where data held on
the cards represents negotiable money as a replacement for
negotiable notes and coinage. Money transactions using the
card may be cffected by the usc of suitable terminal
equipment, for example located beside a conventional cash
register. A transaction involves reducing a data value on the
card, and increasing a data value at a remote location, via the
terminal. Cards may hold data values representing a finite
amount of money. Transactions may also involve increment-
ing a money token on the card, while reducing a money
token at a remote location, thereby increasing the amount of
money represented on the card.

An IC card including a processor, a first memory for
storing a system programme and a second memory for
storing an application programme is disclosed in European
patent publication No 0356257, A third memory is provided
for storing data process by the processor and an input\output
unit is provided for effecting input and output operations of
programmes and data Device includes a programmes stop
section for stopping the programme being executed on the
processor at a specified address and a data output section for
supplying the input\output unit with either one of a content
of a register in the processor and the content of an area of an
address of at least one of the first, second or third memories
and the programme running on the processor is stopped.

Equipment may also be provided to transfer money
directly from one card to another. Money transactions
involve reducing a data count on one card while cffecting a
similar data increment on a cooperating card. Thus, in this
way, the data held on both cards subsequent to a transaction
taking place is consistent with a particular sum of money
being transferred from one to the other.

A wvariety of financial transactions may therefore be
effected by the use of smart cards, and over a variety of
terminal equipment from a diverse range of shopping outlets
and financial service providers. It is essential that an
extremely high level of security is provided during such
transactions, in order to avoid the possibility of electronic
counterfeiting or other mischief.

A high security IC card is disclosed in European patent
publication No 0636998. The IC card has a read only
memory for storing an operation command and re-loadable
memory [or storing a plurality of control commands. A
selecting unit selects control commands stored in the read
only memory and one of the control commands stored in the
re-loadable memory. The control unit for driving the IC card
in accordance with the selected control commands is pro-
vided and the card provides high security such that it is
capable of holding confidentiality of various commands.
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2

The card can be realised in a form which is adaptable to
various application systems used for the IC card without
re-writing the date in the read only memory and can provide
high general versatility.

This requirement for high security places a limitation on
the functionality of a smart card. In order for approval of its
use by a financial institutions or a governing authority, the
operations of the smart card must be shown to conform to a
number of established highly secure protocols. Smart card
[unctionality is therefore restricted at the time of manulac-
ture in order to gain acceptance for its widespread use in the
sensitive area of financial transactions. Thus, in known
smart card systems, it is necessary to anticipate the precise
functional requirements of a particular smart card before
manufacture and distribution can commence.

These functional requirements include the definition of
highly secure protocols. It has been shown that, given
sufficient organisation of computing resources on a world
wide scale, it is possible to crack at least one of the currently
established highly secure protocols. With the exponential
trend in the availability of computing power, it becomes
increasingly difficult to define a particular set of secure
protocols which will remain unbreakable over a period of
time. Thus, it has become accepted that at one time or
another, an established security protocol may be broken,
particularly because future technological trends are impos-
sible to predict with certainty, even over a period of a few
years.

Given these difficulties, existing smart cards leave open
the possibility that an entire financial transaction structure
may be undermined by a single unforeseeable change in the
amount of computing power available to a determined
individual.

In order to reduce the likelihood of this occurring, secure
protocols are continuously reviewed and developed. By
having the freedom to update and change secure protocols
whenever necessary, financial institutions and other security
conscious agencies can stay one step ahead of those trying
to stcal their information, or at lcast minimise the amount of
damage which may be done when such an event has been
discovered.

With existing highly secure smart cards, it is dangerous (o
transter new instructions to the card atter the card has been
manufactured. This is because the instructions defines the
full functionality of the card, and it may be impossible to
prevent illegal instructions from being transferred to a smart
card, which may then be used in an unauthorised manner to
gain access to money or information for which the user of
the card has no right of access. Thus, when a bank requires
a change in the security protocol operating with an existing
smart card, it is nccessary to throw away the cxisting card
and replace it with a completely new one.

Smart cards may contain a very useful computational
resource, which may be used for other applications in
addition to purely financial transactions. Such applications
may include the use of cards for recreational purposes such
as the playing of games. Systems have been developed in
which cards are used within a game playing device arranged
to derive games from the card while allowing users’ scores
to be retained securely within the card. ['urthermore, given
a level of processing facility within the card, as is known
within established smart cards, it is possible for third party
instructions to be cxccuted by the card thereby significantly
enhancing the card’s functionality.

Thus, it would be possible to manufacture cards that are
suitable for new applications developed in the future given
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that the entire functionality of a particular application would
be embodied within newly created third party instructions.
The card would provide a new computing platform allowing
developers to produce new applications without requiring
modification to fixed smart card instructions. However,
receiving third party executable instructions, possibly during
an interactive operation, is not possible within existing smart
cards which are used for financial or other secure
transactions, given the requirement for a highly secure
protocol.

SUMMARY OF THE INVENTION

According to a first aspect of the present invention, there
is provided a single chip integrated circuit having processing
means arranged to process instructions supplied from stor-
age means, characterised in that said storage means com-
prises a first storage region and a second storage region;
instructions are selectively supplied to said processing
means from said storage regions; and enabling means are
arranged to enable said processing means to be responsive to
privileged instructions if said instructions are received from
said first storage region, and to disable said processing
means from being responsive to said privileged instructions
if said instructions are received from said second storage
region.

In a preterred embodiment, the single chip is incapsulated
in a smart card and said second instruction storage region is
configurable to receive instructions from a smart card ter-
minal.

Preferably, a paged addressing means is included,
arranged to supply addresses to an instruction storage
region, wherein said paged addressing means is changeable
only by protected instructions supplied from said first stor-
age region.

In a preferred embodiment, the circuit has a plurality of
processing means wherein said first storage region includes
multi-plexing means arranged to select destination process-
ing means for instructions. A first destination processing
means maybe arranged to receive and decode instructions
from said first storage region at a first instruction rate and a
second destination processing means maybe arranged to
receive and decode instructions from said first storage region
al a second instruction rale.

According to a second aspect of the present invention,
there is provided a mcthod of processing instructions rcad
from storage means, characterised in that said storage means
comprises of a first storage region and a second storage
region; instructions are selectively supplied to said process-
ing means from said storage regions; and enabling means are
arranged to enable said processing means to be responsive to
privileged instructions if said instructions are received from
said first storage region, and said enabling means are
arranged to disable said processing means from being
responsive to said privileged instructions if said instructions
are received from said second storage region.

In a preferred embodiment, the processing means is a
cryptographic processing mceans.

DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a smart card terminal, a communications
link and a mainframe computer;

FIG. 2 shows a portable smart card transaction device,
including two smart cards;

FIG. 3 details a smart card of the type shown in FIG. 2,
and compatible with the smart card terminal shown in FIG.
1;
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4

FIG. 4 details a known design for a silicon chip in a
conventional smart card, including an instruction memory
area and a central processing unit;

FIG. 5 details instruction sequences stored in the instruc-
tion memory area shown in FIG. 4;

FIG. 6 details the instruction fetch and decode sequence
as performed by the central processing unit shown in FIG.
4

FIG. 7a details an improved design for a silicon chip in a
smart card, including a privileged instruction memory, a
non-volatile instruction memory and a central processing
unit having a selective instruction decoder;

FIG. 7b dctails conncctions to the sclective instruction
decoder shown in FIG. 7a;

FIG. 8 details contents of the privileged instruction
memory and the non-volatile instruction memory shown in
FIG. 7a;

FIG. 9a details the instruction fetch and decode cycle as
performed by hardware in the central processing unit shown
in FIG. 7a, including calling an exception handling proce-
dure;

FIG. 9b details the exception handling procedure shown
in FIG. 9a;

FIG. 10 lists protected and unprotected instructions which
are decidable by the selective instruction decoder shown in
FIG. 7a;

FIG. 11 details a preferred embodiment of the invention,
including a cryptographic logic unit, connected to a privi-
leged instruction memory by a microcode bus;

FIG. 12 details multiplexing arrangements for supplying
instructions from the privileged instruction memory shown
in FIG. 11 to the microcode bus;

FIG. 13a details temporal reordering of a thirty-two bit
microcode received by the cryptographic logic unit shown in
FIG. 11, including individual instruction bytes;

FIG. 13b details decoding protocols for the bytes shown
in FIG. 13a, including a five bit instruction word;

FIG. 13c details decoding logic of the five bit instruction
word shown in FIG. 13b; and

FIG. 14 shows clock circuitry arranged to generate a high

frequency clock signal for the cryptographic logic unit
shown in FIG. 11.

THE PREFERRED EMBODIMENT

The invention will now be described by way of example
only with reference to the accompanying drawings identified
above.

A terminal for allowing smart card transactions is shown
in FIG. 1. The terminal 101 includes a slot 102 for receiving
a smart card, a visual display unit 103 for providing the
smart card user with options and instructions for use. The
user of the smart card responds to displayed options and
instructions by pressing buttons 104, which are arranged to
enable the user to provide numerical and functional input
data. A cash slot 105 is provided in the event that the user
should wish to translate money represented by data stored on
the smart card into conventional cash.

The smart card terminal 101 communicales with a large
computer 107 via a communications link 106. The computer
107 includes a large amount of data storage capacity in the
form of arrays of hard disk drives 108. A computer terminal
109 enables an operator of the computer 107 to control
access provided to smart card users via the smart card
terminal 101. For example, if a smart card is stolen, a
























