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ABSTRACT OF THE DISCLQ,

Critical initial states in feedback—connected Shlft regis-
ters used as digital data scramblers can frustrate the at-
tainment of intended pseudo-random line sequences of
long period. Auxiliary apparatus in the form of addi-
tional shift register stages and counter-controlled moni-
toring logic for the basic scrambler forces short-period
line sequences into the desired long pseudo-random period
at all times.

FIELD OF THE INVENTION

Digital data scramblers of the type disclosed in the
copending patent application of R. D. Fracassi and T.
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ity in reducing the level of isolated tones generated when
short-period repetitive data sequences are modulated up
to the passband of band-limited transmission channels.
The basic scrambler therein disclosed operated satisfac-
torily to remap dotting and all-one sequences into desired
Iong-period sequences, but has been found not to scramble
adequately other periodic sequences of length greater than
period two but shorter than that of the desired pseudo-
random sequence. These intermediate-length period se-
quences also tend to concentrate energy on the transmis-
sion line at certain frequencies. This invention guarantees
that all source sequences of known period will be scram-
bled into periods of a minimal length which disperse line
energy over the transmission band,

nergy the Transmission

BACKGROUND OF THE INVENTION

P mony Tan Ao

A data scrambler may oe defined as a mgl[al machine
which remaps data sequences having either long sequences
without transitions or periodically recurring sequences of
relatively short duration into substantially aperiodic chan-
nel sequences. Long channel sequences without transi-
tions can result in loss of synchronism between a data
transmitter and a data receiver linked by a given trans-
mission channel. Short periodic sequences, on the other
hand, result in the generation of high level tones in a
transmitting channel. In common carrier telephone sys-
tems small nonlinearities are present in modulators and
demodnlators which are used to frequency multiplex a
band of channels. Consequently, high level tones in one
channel may produce in the mixing process crosstalk in-
terference in other channels as a result of such nonlinear-
ities. Limits on the levels of isolated tones are therefore
generally established. Periodic data sequences in digital
data transmission sysiems produce tones which can
breach these limits.

There are thus two conflicting requirements. There
must exist sufficient transitions in channel sequences to
maintain satisfactory synchronization, but these transi-
tions must be aperodic or substantially random to avoid
harmful energy concentrations at particular frequencies
on the transmission channel.

In the cited copend,ng application a synchronous digi-
tal data signal is sequentially delayed. A key signal is
then constructed from a modulo-two summation of a
selected pair of past data bits, Finally, the key signal is
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in nature. An inverse operation at the receiver recovers
the key signal and subtracts it from the channel signal to
reconstruct the original data sequence. The channel signal
is presumptively free of tone-producing repetitive se-
quences and synchronization is recovered directly from
the channel sequence.

According to the above scheme dotting
properly randomized and transitionless sequences are
broken up, by monitoring for their presence. It has now
been discovered that there exists critical initial states of
the scramblier which faii to remap repetitive sequences
other than dotting and transitionless sequences into new
periodic sequences of longer period. These longer repeti-
tive sequences can also generate deleterious tone levels
in the transmitting channel. Such sequences are not ade-
quately randomized by the scrambler of the cited patent
application and may in fact simulate seven- and eight-bit
control sequences found in the recently adopted American
Standard Code for Information Interchange (ASCII) and
other data processing codes. Repetitive occurrence in
message data transmission of sequences of these lengths

Aann cnntan ndacirahls fana lauvsala i #rancomiceinn ohano
can <ause undacesiravie tone iCveis it ransniission cnan

nels. Among these sequences are those for null (0000-
0001) sync (00101100), delete (11111110), idle (1111-
100) and space (0000001).

It is therefore an object of this invention to map per-
iodic data sequences of known length into quasi-random
periodic channel sequences of much longer periods. These
quasi-random periodic sequences at one and the same
time will provide transitions for the channel sequence suf-
ficient in number for self-synchronization and random
enough in dispersion for avoidance of channel energy
concentration.

It is another object of this invention to provide general
design criteria for the construction of scramblers and de-
scramblers for nPnnrhr- data sequences of arbifrary length.

Itisa further object of this 1nvent10n to guarantee that
no channel sequence shorter than some minimum length
will be generateu regardless of the input data sequence.

Such minimum length may be of the order of one hun-
dred or more.

SUMMARY OF THE INVENTION

According to this invention, self-synchronizing digital
data scramblers comprise a basic scrambler of the type
disclosed in the cited copending patent application and
monitoring logic for detecting the presence of periodic
channel sequences of known length and for remapping
such detected sequences into new sequences many times
the length of the original sequence. The herein-desi gnated
basic scrambler comprises a linear sequential filter with
feedback paths from selected taps thereon to the input.
The corresponding basic descrambler comprises a linear
sequential filter with feed-forward paths from similarly
selected taps thereon to the outputs.

The number of stages of delay in the basic scrambier or
descrambler is shown to be a joint function of the short-
est allowable channel sequence and of the shortest ex-
pected input data sequence. The general solution to the
problem of tap selection is discussed herein.

According to one aspect of this invention, the number
of stages of delay in the sequence filter of the basic scram-
bler and descrambler is chosen or extended to equal in
number the period of the longest data scquence with
deleterious tone-producing properties. The input data
bit and the delayed data bits, spaced along the sequen-
tial filier by the lengths of several such deleterious
sequence periods, are compared and control outputs are
generated whenever there is a match. A single synchro-
nously advanced counter is allowed to reach a predeter-

sequences are
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mined threshold in the presence of a sustained matching
control signal Upon reaching threshold  the pwevailing
data bit is eOmpiemEﬂLcu to prevent an undesired input
sequence from appearing on the channel. The counter is
reset when it reaches threshold as well as in the absence
of a matching control signal.

According to another aspect of the invention, the num-
ber of stages of delay in the sequential filter is also ex-
tended, as necessary, beyond the range of the basic
scrambler and descrambler to the length of the longest
periodic data sequence it is desired to break up. Com-
parison circuits, including zero-level slicers, are estab-
lished between the input to the basic scrambler and taps

¢ rramhber corracnondinge ta the langoth
on the extended scramber corresponding to the length

of each undesired periodic sequence. An individual moni-
toring counter with preassigned threshold is then pro-
vided for each comparaior circuit. The counter outputs
are further buffered to complement the prevailing data
bit whenever any of the counters reaches threshold. At
the same time all counters are reset.

The corresponding descrambler in either case is the
complement of the transmitiing scrambler with feed-
forward paths rather than feedback paths.

Whereas the length of the basic scrambler is deter-

mined in the binary case by the shortest random channel

sequence aIIowable the 1ength of the extended scrambler
is determined by the length of the longest undesired
sequence. nUWr’;'v'ei‘, it will be understood that where the
basic scrambler is as long as, or longer than, the un-
desired sequence the monitoring tap may be included
within the length of the basic scrambler. An advantage of
this invention is that the level of tones produced by the
unscrambled sequence is reduced by a factor equal to the
ratio of the length of the unscrambled periodic sequence
to that of the scrambled sequence. The scrambled sequence
will also have as many low-level tones as the number of
high-level tones in the unscrambled sequence muliiplied

by the reciprocal of this same factor.

i +h
Another of this the

scrambled sequence will have half as many fransitions for
synchronization purposes as there are digits in the
sequence,

A feature of this invention is that scramblers and de-
scramblers constructed according to the principles of
this invention are capable of implementation by well-
known logic circuits.
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Additional objects, features and advantages of this in-
vention will be appreciated from a consideration of the
following detailed description and the drawing in ‘which:

FIG. 1 is a block diagram of the basic data scrambler

disclosed in the cited copnendine matent annlication:

cited copending patent application;

FIG. 2 is a generalized block diagram of the improved
data scrambler according to this invention,

FIG. 3 is a block diagram of a single-counter data
scrambler according to this invention;

FIG. 4 is a block diagram of a single-counter data de-
scrambler according to this invention;

FIG. 5 is a block diagram of a multicounter data
scrambler according to this invention; and

FIG. 6 is a block diagram of a multicounter data de-
scrambler according to this invention.

T A TT TOTN YT QT TN AN T

DETAILED DESCRIPTION

FIG. 1 depicts the basic scrambler disclosed in the
above-mentioned copending patent application. The basic
scrambler is a linear sequential filter with a plurality of
feedback paths between selected time- spaced taps thereon
and its input. Its output is the modulo-p sum of ihe in-
put data and the feedback components, where p is the
number of elements in the input data alphabet, if such
number is a prime number and the succeeding prime num-
ber otherwise. In the usual binary case, p=2.

The filter comprises a plurality m of stages of delay
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represented here by a shift register 11 with stages SR—1
through SR-M, a plurality of multipliers 12 with factors
¢ through cp, at taps on register 11, and a plurality of
modulo-p adders 13 connected in tandem between multi-
pliers 12 and an input adder 14. Adder 14 has as its input
data signals from line 10 and as its output a transmis-
sion line 15 and the first stage of the linear sequential
filter.

The basic scrambler of FIG. 1 has now been analyzed
in terms of the number of elements p in the data source
alphabet, the number of storage elements »1, and the tap
constants c (i=1, 2, 3,...m). A tap polynomxal
h(x) may be written as

h(x)=xm—cym-1_

(1)

In Equation 1 the powers of x identify the taps from
the input to stage SR-1 to the output of stage SR-M.
At the input tap the multiplier is unity (coefficient of the
term x™). At all other taps the ¢y, coefficients are chosen
to make the polynomial in Equation 1 primitive, over the
field of p elements, where p is the length of the data
source alphabet if a prime number and the succeeding
prime number otherwise. If the data alphabet is binary—
contains only zero and one—the number of elements is 2
and is prime. Thus, p=2. Similarly, for a ternary alphabet,
p=3. However, for a quaternary alphabet, p=5. A
polynomial is- primitive if it is irreducible, i.e., has no
factors but itself and one, and divides x2—1 for n=pm—1,
but for no smaller n. Tables of irreducible primitive
polynomial coefficients have been constructed or can be
generated by compuier techniques.

Reference is made in this connection to Appendix C
of W. W. Peterson’s “Error Correcting Codes” M.IL.T.
Press and John Wiley & Sons, Incorporated, New York,
1961, for irreducible primitive polynomials in the binary
field.

The degree m of the polynomial is determined from
the following theorem:

A lipear sequential filter when

anear seqgu ail Naer 133 SCG A

of period s will respond with a periodic line sequence
whose period is either s or the least common multiple

J.llc PCIIUU 5 lllle SCLILICIILE can OCCur
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only when the initial state of the storage elements is-

critical, and as part of the theorem, we also say there
exists only one such critical state.

An example of a critical initial state is illustrated when
the data source is binary in the following Table I. A five-
stage basic scrambler with feedback from the third and
fifth stages toward the input is assumed and a pei dic

seven-bit data sequence of the form 1001000. The critical
state has been determined to be 11001.
TABLE I
Critical state
Koy, SR 3+
Data R-5 SR-1 SR-2 SR-3 SR-4 SR-5
1 1 1 0 0
1 0 1 1 0 0
1 1 0 1 1 0
1 1 1 0 1 1
0 0 1 1 0 1
1 0 0 1 1 0
1 1 0 0 1 1
_______________________________ 1 1 0 0 1

The key signal of column 2 is the modulo-two sum of
the bits stored in stages SR-3 and SR—5 of the same row.
For all rows after the top the bit in stage SR-1 is the
modulo-two sum of the data and key bits of the first and

4o
second columns of the row mext above.

The bits in the
remaining stages SR-2 through SR-5 of a given row are
those shifted one column to the right from stages SR—1
through SR—-4 of the row next above.

The critical state of the top row is seen to be regen-
erated in the bottom row below the horizontal line and
thus the output of the system will remain periodic with
a period of seven. The line signal constitutes the bits
successively stored in stage SR—1 reading from the top
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of the column down. Thus, the seven-bit periodic data
signal 1001000 is translated into another seven-bit peri-
odic line signal 1011001 and is not scrambled when the
initial state of the scrambler is 11001.

For every periodic input there exists one critical state
which will transform, but not scramble, that input into
an output of the same period. For any other initial state
the input will be scrambled into an output with a period
which is the least common muitipie of the period s of
the input sequence and p™—1, where m is the number of
scrambler stages.

Once the shortest permissible line sequence is stated,
the length m of the scrambler is selected to make the
least common multiple of p™—1 and the period s of the
periodic input of smallest period larger than that shortest
permissible length. For a binary field (p=2) and a tran-

{whisrh hoa narind 1) o
sitionless input (which has period 1) a

bler yields a sequence of period 25—1=31 and a seven-
stage scrambler yields a sequence of period 27—1=127.

ra_cto e, arram.
five-stage scram-

According io Peierson, there are eighteen choices of co- ?

efficients which will render a seventh-degree polynomial
h(x) primitive and irreducible. A choice with the mini-
mum number of nonzero coefficients yields

R(x) =xT4+ 341 2)

Equation 2 defines a scrambler like that of FIG. 1
with seven stages SR-1 through SR-7, a modulo-two
adder in position 14 and a modulo-two adder 13 having
inputs from taps at the outputs of stages SR~4 and SR-7
through multipliers of unity gain at ¢; and ¢; and an
output connected to adder 14.

The corresponding descrambler is the mirror image of
the scrambler with feed-forward rather than feedback
paths. The descrambler is self-synchronous as long as no
line errors occur.

FIG.2is a auupum:u block umsxan‘l of the 1mpr0‘v‘eu
scrambler according to this invention. To the basic
scrambler 25, analogous to elements 11, 12, and 13 of
FIG. 1, are added auxiliary delay unit 26 and monitoring
logic 28. Basic scrambler 25 operates as previously de-
scribed to complement the input data on line 20 in mod-
ulo-two adder 22 over control line 24. If the undesirable
data input period is longer than the number of stages
provided in the basic scrambler, additional stages of
storage or delay are furnished in auxiliary delay unit 26
at the output of basic scrambler 25. There is no direct

anviliar dAalay 24 tn tha datn innnt ca.
feedback from auxiliary delay 26 to the data input se-

quence. However, output leads 27 from delay 26 are
spaced from the input to scrambler 25 by the respective

iengths of undesired sequences to be monitored. Moni- *

toring logic 28 compares the outputs on leads 27 with
the input to basic scrambler 25 and if they continuously
match, complements the input data bit over lead 23 at
modulo-two adder 21. The undesired sequence is thereby
broken up and the output of the system on line 29 is
forced to be of relatively long period. The improved de-
scrambler is the same as the scrambler of FIG. 2 with
data input 20 and output line 29 interchanged. The ar-
rowheads at points 20, 29 and between adders 21 and 22
are necessarily reversed.

Two basic types of sclf-synchronizing, digital data
scramblers have been devised. They are the single-counter
and multicounter types. The block diagram of FIG. 2 is
regarded as generic to both types.

The block diagram of FIG. 3 depicts the single-counter
scrambler according to this invention. Here shift register
stages SR-1 to SR-M, generally designated 11, adders 13
and 14 and multipliers ¢; through ¢, constitute together
the basic scrambler as in FIG. iliz
stages SR-S1 to SR-S2, generally demgnated 26, consti-
tute the auxiliary delay 26 of FIG. 2. Assume that there
are periodic sequences of length Si and SZ2, each greater
than m, the number of stages in the basic scrambler. Then
the output of stage SR-S1 is delayed by S1 bit intervals

1. Auxiliary shift register .
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from the input to stage SR-1. Similarly, the output of
stage SR-S2 is delayed S2 bit intervals from the input to

stage SR-1. Monitoring logic comprises single-counter 38
wnth a threshold reached after ¢ counts, modulo-two
adder 32 for comparing the output of stage SR-S1 with
the input to stage SR-1, modulo-iwo adder 33 for com-
paring the output of stage SR—S2 with the input to stage
SR-1, AND-gate 34 for combining the significant non-
zero outputs of adders 32 and 33 to reset counter 35.
Adders 32 and 33 have nonsignificant or zero outputs
when their respective inputs are identical, i.e., when a
periodic sequence of length S1 or S2 is present on the
data input. In this case there will be no resetting output
and counter 35 will advance toward its threshold. On the
other hand, if neither periodic sequence of length S1 or
S2 is present, both adders 32 and 33 will have nonzero

onfnnite
CuULpuLs

which when combined in gate 34 will reset
counter 33. Clock 37 provides an output at the data bit
rate to advance all shift register stages simultaneously
and also counter 35 in the absence of a resetting input.
Upon reaching threshold ¢, either sequence S1 or S2
being on the data input line, counter 35 produces a sig-
nificant nonzero output on line 36 which is added in
modulo-two adder 31 to the feedback path of the basic
scrambler. The present data input bit is thus comple-
mented and the output of the system on line 15 does not

include any sequence of period S1 or S2.
Tt shonld bhe noted that a period S1 or 82 includes

N
lesser periods which divide it. A period $2—=8, for ex-
ample, includes periods of lengths 2 and 4. Also S1 and
S2 must be Ic‘uau'vfuy prime to each other and fo the
period 2m—1 of the basic scrambler. The minimum
threshold ¢ for counter 35 has not been determined, but

it is known that it need not be longer than
S2(2m_1) —2m-11.2

where m and S2 have been previously defined. For m=7,
S1=7 and $2=38, r=954 maximum. A seven-stage binary
counter with threshold =28 has been found suitable in
a practical case without providing unnecessary comple-
menting of the input. Lesser threshold counts may react
"“"”‘"‘M”" to strictly random data or noise.

FIG. 4 111ustrates in block diagram form the single-
counter descrambler corresponding to the single-counter
scrambler of FIG. 3. The singie-counter descrambier
comprises a basic descrambler 41, auxiliary delay 46, and
monitoring logic including adders 42 and 43, AND-gate
44 and counter 45 with a threshold ¢, The basic de-
scrambler has shift register stages SR-1 through SR-M,
where M is the same as in the corresponding scrambler;
multipliers ¢; through ¢y, and modulo-two adders as
shown. With coefficients ¢; through ¢y, chosen accordmg
to the same nrlm_!t!VF n(_)]yp_om|al h(v\ as those in the
sending scrambler, it is apparent that the same sequence
will be reconstructed at the input of adder 49 as formerly
existed at the input to the sending scrambler once the
initial state of stages SR-1 through SR-M are purged.
Adder 42 has as inputs the received line sequence and the
output of auxiliary siage SR-SI and therefore has a zero
output whenever the present data bit and that S1 bits ago
are the same. Similarly, adder 43 has a zero output when-
ever the line input and the bit S2 data intervals ago
match. Since both adders 42 and 43 drive AND-gate 44 a
resetting output indicates that sequences of periods divisi-
ble into S1 or S2 are absent from the line input. Counter

45 can reach threshold 7 only when data bits spaced by
either ST or S2 match for ¢ data bit intervals. When ?

counts are made, the line sequence is complemented by
adder 49 over lead 39,

Clock 4 -tl, which may be Sym.muuueu Uy iransitions
in the line sequence in any convenient manner, controls
the shifting of registers 41 and 46 and the counting inter-
val of counter 45. The descrambler of FIG. 4 is seen to
be substantially the mirror image of the scrambler of
FIG. 3.

P S .
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The single-counter scrambler can be expanded -to
monitor more than two periodic sequences in an obvious
manner.

Since the single-counter scrambler operates in a way
which makes it inconvenient to determine which periodic
sequence is present, another embodiment called the
multicounter scrambler has been devised to monitor
periodic sequences independently. FIGS. 5 and 6 are
block diagrams of complementary multicounter scram-
blers and descramblers.

The multicounter scrambler

of FIG: 5 is similar to the
single-counter scrambler of FIG. 3 in having a basic
scrambler register 11 and an auxiliary register 26. One
additional stage SR—Sy is included in auxiliary delay 26
to indicate that any number of individual length se-
quences can be monitored. For each periodic sequence to
‘be monitored a counter 55 or 56 is provided. The input
to each counter is the difference between the present data
digit and the digit transmitted S; (i=1, 2, , N)
clock intervals earlier as obtained in modula-two adders
32 or 33. (In modulo-two arithmetic addition and sub-
traction are equivalent.) Adder 32, for example, takes
the difference between the digit at the input to stage SR—1
and the output of auxiliary stage SR-S1. These two
points are S1

data intervals apart. If the data sequence

has the period S1, these two digits agree and the differ-
ence is zero. Then the associated counter will reach
threshold 7g. Clock 37, synchronized with the data input,
determines the counting rate in any convenient manner.
The counter output, applied through OR-gate 57 and
Iead 36 will complement the sum of the tap outputs from
the basic scrambler through adder 31. At the same time
all counters are reset over the lower branch of lead 36
and OR-gates, such as those designated 53 and 54.

If the respective digits separated by any selected inter-
val Sy, Sy, or Sy fail to agree, then a significant nonzero
output appears at the associated adder, such as 32 or 33,
and resets the appropriate counter 55 or 56 through OR-
gate 53 or 54. Counter thresholds for each counter are
selected to have a minimum value equal to one less than
the number of stages m in the basic scrambler plus the
length of the longest sequence being monitored by any
other counter, ie.,

I51= ("1—— 1) —{—S'

If only one period is being monitored, only one counter
is employed and the threshold of this counter is chosen
to have a minimum value of .

The actual value of the threshold may advantageously
be the mnext higher full count of a multistage binary
counter. For example, if 7- and 8-bit periodic sequences
are being monitored by a five-stage basic scrambler, then

i i ini m counter threshold of
Equation 3 requires a minimum counter threshold of

12 for the counter monitoring the period 7 sequence.
The next higher binary counter with four stages yields a
Luu count UI J.D. A mguer count man [He mmlmum nas
the advantage of changing the tap sum only when neces-
sary. Random data may sometimes generate line se-
quences which appear to be periodic.

The descrambler corresponding to the multicounter
scrambler of FIG. 5 is shown in FIG. 6. The scrambled
line sequence at input 15 is sequentially delayed in basic
descrambler stages 41 and further delayed in auxiliary
stages 46 for monitoring for sequences of selected length,
such as S1, Sk, and Sy, among others. Since register stages
41 and 46 have inputs identical to stages 11 and 26 in

P - tinn foctare
the scrambler of FIG. 5, the same tap correction factors

will be generated. Adders, such as 42 and 43, will moni-
tor sequences of lengths S; and Sy over leads 68 and 69
and produce outputs accordingly to permit counters 45
and 65 to reset or to count to thresholds fg; and fgy.
When either counter 45 or 65 reaches threshold, all
counters will be reset over lead 66 and OR-gates 63
and 64 and the tap sum will be complemented in adder
38 to recomstruct the original transmitted data. Clock

(3)
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47, synchronized with received tramsitions in a conven-
tional way, provides advance pulses for shift register
stages SR-1 through SR-SN and control the counts of
counters 45 and 65. Since the scrambler and descrambler
are reacting to the same line sequences, the key signal
generated at the scrambler will be regenerated at the de-
scrambler. The only discrepancics likely to occur are
those due to errors on the line or differing imitial states.
Either of these conditions will be self-correcting within
the span of the shift registers

It is also pos ne
by combining a smgle—counter monitor to detect elther
of two periodic sequences S; or 32 and a multicounter
monitor to detect additional periodic sequences 93 to
Sxn. The outputs of all counters can be combined in a
single OR-gate which in turn is added modulo-two to the
tap sum. The OR-gate output also resets all counters.

In theory the multicounter scrambler-descrambler will
function to remap nonbinary or multilevel periodic se-
quence if multileve] storage elements, multilevel multi-
pliers and adders become readily available. In this case
modulo-p addition and multiplication must be effected.
The letter p designates the. prime number just larger
or equal to the number of permissible code levels. In the
alternative it is conceivable that multilevel signals can be
converted to binary coded forms before scrambling and
descrambling according to this invention

Inasmuch as the remapping of specially monitored
periodic sequences into very long pseudo-random se-
quences is due to the insertion of complementing pulses
at rather infrequent intervais, the monitoring logic in
the descrambler may in many cases be eliminated if in-
frequent errors can be tolerated. The objective of re-
moving certain periodic sequences from the line will have
been accomplished. In this case the descrambler will com-
prise the basic descrambler only.

While this invention has been described in terms of

particular illustrative embodiments, many other modifi-
cations will occur to those skilled in the art without

departing from the spirit and scope of the appended
claims.

What is claimed is:

1. In combination with a scrambler for transforming
digital data having periodic sequences of two elements
or less into long-period pseudo-random line sequences,
means further scrambling line sequences of arbitrary
period longer than two elements comprising

means sequentially storing line sequences of said arbi-

trary period,

means responsive to the difference between line ele-

ments applied to and emitted by said storing means
monitoring periodicity in said line sequences, and

means comnlementing the next line element unon de-

1eans complementing the next line element upon de
tection of said line sequence by said monitoring
means.

2. The combination of claim 1 in which a plurality
of line sequences of arbitrary length are further scram-
bled,

said storing means is as long as the Iongest line se-

quence to be scrambled,

and said monitoring means collectively detects the

presence of any of said line sequences.

3. The combination of claim 1 in which a plurality of
line sequences of arbitrary length are further scrambled,

said storing means is as long as the longest line se-

quence to be scrambled, and

said monitorine means cAnqra(’Plv
salic Mo ng T at

nitor neans ely
ence of each of said plurahty of line sequences.

4. In combination with a multistage scrambler for
digital data in which outputs of selected stages are fed
back to the input thereof to transform periodic sequences
two elements or less in length into long-period pseudo-
random line sequences,

means scrambling periodic selected line sequences

longer than two elements in length comprising

or periodic
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means comparing the present data element at the input
of said scrambler with the line element generated

each selactad narind earliar
£aca 5CiSCeq PErioa Carnlr,

means responsive to said comparing means counting
the number of successive matches in said line se-
querce, said counting means having a predetermined
threshold count, and
means responsive to said threshold count comple-
menting the next occurring line element and reset-
ting said counting means.
5. The combination of claim 4 in which a single-
counting means is responsive to the occurrence of any
or all selected periodic sequences.

6. The combination of claim 4 whic
C. 18 CGInoinauln OI C:alm < 10 Walll

counting means with individually chosen threshold counts
are assigned to monitor each selected periodic sequence.
7. The combination of claim 4 in which some selected
periodic sequences are monitored by a single counting
means ‘with more than one alternative input and other
periodic sequences are monitored by individual counters
and all counters are reset whenever any counter reaches
its preassigned threshold.
8. Self-synchronizing apparatus for randomizing a data
signal pattern with periodic sequences of arbitrary length
annnmno
a ﬁrst storage memory having at least as many cells
as the length of the longest perrochc sequence,

means for constructing a key Signar from a modulo-p
summation of digits stored in selected cells of said
first memory, said cells being selected according to
the coefficients of a primitive polynomial of degree
m, m being the highest order cell from which said
key signal is to be constructed and being chosen
such that pm—1 (where p is the prime number equal
to or next succeeding the number of signal elements
in the data signal alphabet) equals or exceeds a
predetermined minimum length periodic scrambled
sequence,
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means for combining said key signal with said data
signal to form a scrambled line signal and the input
to said first storage means,

means monitoring periodicity in said line sequence
of said arbitrary lengths by comparing the present
line sequence signal element with elements stored
in said first memory said arbitrary number of inter-
vals earlier,

means for altering the state of the present line element
‘when said monitoring means has detected such peri-

odicity

OCIC1tY,

a transmission channel for said scrambled line sequence,
a second storage memory at the remote end of said

Sauie 1luulUt:l of '.,t:llb as said

Llldllllﬂl Ild\/lub UR:
first storage memory,
means connected to said second memory reconstructing
the same key signal as generated by said constructing
means, and,
means recombining said reconstructed key signal with
scrambled line sequence to recover said data signal.
9. Self-synchronizing apparatus according to claim 8
in which
further means monitoring periodicity in said scrambled
line sequence is connected at the remote end of said
channel to said second storage memory, and
further means altering the state of the present line
clement when said further monitoring means has
detected such periodicity.
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